
Top Tips on Online Safety for Children and Young People:  Secondary 

Digital Wellbeing 

Going online and using technology can impact our emotions and mental health. Digital 
wellbeing is about recognising the way going online makes us feel and knowing how to 
manage this 

1. Be conscious of how going online makes you feel and whether different activities have a 
positive or negative impact on your emotions.  

2. Make use of wellbeing tools to manage your time online and manage notifications to 
make your experiences more positive. 

3. Make your feed a place of positivity and follow accounts that make you feel good. You 
can see other posts by visiting profiles and pages directly, instead of them popping up in 
your feed. 

4. Practise self-care and make time for yourself. Try out different offline activities and find 
one that leaves you feeling recharged – whatever works for you! 

5. Sometimes being online can be overwhelming, but having people who want to support 
you is invaluable. Reach out if you need to – getting help is a sign of strength, not 
weakness. 

Bullying 

Online bullying, sometimes called cyberbullying, is any behaviour that uses technology and 
devices to deliberately target or upset someone. 

1. Always be kind and respectful online. Remember that just because you’re not saying it to 
someone’s face, doesn’t make it okay. Bullying online is unacceptable. 

2. Report and block the bullies! Most social media sites and some games have reporting 
and blocking tools to supports users. Our help page https://www.childnet.com/young-
people/secondary/need-help has more information on how to report. 

3. Don’t retaliate. If someone is unkind online, being unkind back won’t help. In fact, it could 
make the situation worse and you could end up getting in trouble. 

4. Save the evidence using screenshots (or a picture of the screen, if a screenshot isn’t 
possible) of offending messages, conversations or other situations online involving bullying. 

5. Tell someone! Speak to an adult you trust like a parent, carer or teacher for support and 
advice on what to do next. 

Online Grooming 

Online grooming is when someone builds a relationship with a young person online 
because they want to trick or pressure them into doing something that may hurt or harm 
them. 

1. Where possible, limit contact online to people you know and trust and use privacy 
settings to protect your personal accounts and content. 

2. If someone online is pressuring you or a friend, or making you feel uncomfortable, speak 
to an adult you trust straight away. 



3. If you or a friend are in contact with someone online who you do not know offline, do not 
share personal information such as where you live, go to school or photos of yourself 

4. If someone who you only know online asks to meet up with you or a friend, speak to an 
adult you trust straight away. 

5. Remember that you can report any suspected grooming to the police using the ‘report 
abuse’ button on the ThinkUKnow website. 

 

Privacy Settings 

Privacy settings (sometimes called privacy controls) are the tools provided as part of an 
online account to protect the information and content you are sharing 

1. Use privacy settings wherever possible to help protect your online accounts and the 
content you share on them. 

2. Ask a friend to help you check your privacy settings when you first create an account by 
looking at your profile without adding you and seeing what is visible to the public. 

3. Check which parts of your profile aren’t protected by privacy settings like your profile 
picture and username, and think carefully about what you share here. 

4. Review your privacy settings regularly and explore all the options that are available on 
the services you use. 

5. Even if you have a private account, always think carefully about what you say and do 
online and how it might reflect on you or make other people feel 

Need help? 

• If something upsets you online or you are worried about a friend it can really help to talk to 
someone. 

• Talking to an adult you know and trust is a good starting point, but if you don’t want to 
speak to someone you already know then there are other options... 

• You can always call a helpline, such as Childline (0800 11 11) or The Mix (0808 808 
4994). 

• If something has been shared online which is upsetting you, you may also be able to 
report it. 

• There is more information about all of the different support available when things go wrong 
online on our Need Help page. 
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